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How I Got Here













What is OSINT?
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OSINT Sources
News Media

Published Research

Books etc

Social Media

Census Data

Phone Directories

Court Fillings

Arrest Records
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OSINT Sources
Public Trading Information

Public Surveys

Contextual Location Related Data

Breach Data

Public ioCs

Certification / Domain Registrations

Vulnerability Data



Why is it Important?







Social Media OSINT
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Social Media & Forums
Facebook

Instagram

Linkedin

Twitter

Snapchat

Youtube

Reddit

Dating Apps
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Investigations: Don’t Do This
Use your own device 

Reusing Accounts & Passwords

Mix devices or accounts

Privacy Overkill



Use of AI in OSINT



Who is She? 







AI Generated 
Images



Story Time
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OSINT Links

https://inteltechniques.com/tools/

https://www.varonis.com/blog/best-sources-of-business-data-in-2019/

https://github.com/infomaven/personal-osint/blob/master/resources.md

www.reddit.com/r/osint



LAPSUS$
Advanced Hacking Group Profile













Solutions
Security Controls & Mitigations



Action
Items

01 Require MFA for all users from all locations

02 Use FIDO Tokens / Yubikey

04 Have Backup Super Admin Accounts stored in firesafe
03 Never use SMS / text messages when possible

05 Never store work credentials in browser
06 Applocker / application whitelisting

07 Advanced Monitoring Solutions



Action
Items

08 Automated Alerts / SIEM

09 Immutable Backups

11 Company password manager / proper training
10 MFA Service with number matching vs allow/deny

12 Use dual credentials: User vs Admin. 
13 Disable local admin or use LAPS on windows

14 Have a dedicated Admin Workstation or VM



Action
Items
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15 Minimum password length 15 or more

16 Clean your room

18 Someone needs to be in charge of patching / updates.
17 Secure DNS Services

19 Learn how to use all available security options 
20 Audit C-level personal data exposure / google yourself. 

21 Need help? Ask. Just generalize and don’t leave clues.



Helpful Links
Some useful tools to keep you safe



Helpful 
Links
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Check if your data has been leaked
https://cybernews.com/personal-data-leak-check/
DeHashed is the largest & fastest data breach search engine. You can search for IP 
address, email, username, name, phone, VIN, address, and more! We have true wild 
card, dork usage, and we offer a real search engine experience! It's also free!
https://www.dehashed.com/
Have I been pwned? Website repository that checks what sites your email address 
was used on were compromised
https://haveibeenpwned.com/
Privacy.com Make a unique debit card number for every single purchase online with 
just 1 click. Never worry again about credit card breaches, shady merchants, or 
sneaky subscription billing.
https://privacy.com/

https://cybernews.com/personal-data-leak-check/
https://www.dehashed.com/
https://haveibeenpwned.com/
https://privacy.com/


Helpful 
Links
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MySudo Send private messages, manage multiple phone numbers and email 
addresses, and create custom personal identities that last as long as you need them.
https://mysudo.com/
ProtonVPN High-speed Swiss VPN that safeguards your privacy.
https://alternativeto.net/outgoing/software/protonvpn
KrebsOnSecurity.com – One of the best cybersecurity news sites out there.

https://mysudo.com/
https://alternativeto.net/outgoing/software/protonvpn




After The Action Movie Ends



Behind The Scenes







Mental Health
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Forbes – of 1000 security professionals surveyed - June 2022

50.8% take medications for mental health

51% of infosec professionals self-identified as burnt out

65% were considering leaving the industry entirely



Top 10 Common Life Stressors

1. Death of Spouse

2. Divorce

3. Marital Separation

4. Incarceration

5. Death of Family Member

6. Major personal Injury or Illness

7. Marriage

8. Being fired or laid off from work

9. Marital reconciliation

10.Retirement
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Therapy
Red Team: Identifying your issues safely

Blue Team: Fixing what you found

Easily a top 3 “saved my life”activity
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Self Care
Exercise Daily

Learn How to Eat Healthy

The Importance of Sleep
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Professional Help
Treating your specific issues

Taking medications consistently

Leave emotion / judgement / shame out of it.



Additional Items of Note

1. Join a group / community ; a discord / slack channel / and participate.
2. Find a way to be of service to others. 
3. Find a way to laugh every day. I prefer standup comedians. 
4. Don’t treat depression and loneliness with isolation. 
5. If you are white knuckling it through life / coping, that’s not a good sign. 
6. Call a friend everyday. 
7. Your ego isn’t your friend. Be humble or humility will be brought to you. 



Ideas For People & Podcasts to Follow 

1. Brene Brown – Tedx, Podcast, Books. Pretty much anything she does.
2. Huberman Podcast
3. RichRoll Podcast
4. The Diary of A CEO 
5. Taylor Tomlinson on Netflix / Daniel Sloss on Netflix or Amazon Prime. 
6. Your ego isn’t your friend. Be humble or humility will be brought to you. 



Most Importantly
You Are Not Alone.



Questions?

Bryan Seely
Email: bryan@bryanseely.com

Cell: 425 835 3397

Linkedin: bryanthemapsguy

Twitter: bryanthemapsguy

Website: www.bryanseely.com

Feel free to ask me anything now or use the info below later since asking questions 
in front of a crowd can be daunting.


	After The Action Movie Ends
	Bryan Seely
	How I Got Here
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	What is OSINT?
	Slide Number 10
	Slide Number 11
	Slide Number 12
	OSINT Sources
	OSINT Sources
	Why is it Important?
	Slide Number 16
	Slide Number 17
	Social Media OSINT
	Social Media & Forums
	Investigations: Don’t Do This
	Use of AI in OSINT
	Who is She? 
	Slide Number 23
	Slide Number 24
	AI Generated Images
	Story Time
	Slide Number 27
	OSINT Links
	Slide Number 29
	Slide Number 30
	Slide Number 31
	Slide Number 32
	Slide Number 33
	Slide Number 34
	Slide Number 35
	Action�Items
	Action�Items
	Action�Items
	Slide Number 39
	Helpful �Links
	Helpful �Links
	Slide Number 42
	After The Action Movie Ends�
	Behind The Scenes
	Slide Number 45
	Slide Number 46
	Mental Health
	Forbes – of 1000 security professionals surveyed - June 2022
	Top 10 Common Life Stressors
	Therapy
	Self Care
	Professional Help
	Additional Items of Note
	Ideas For People & Podcasts to Follow 
	Most Importantly�You Are Not Alone.
	Questions?

