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DISCLAIMER

• OPINIONS AND INFORMATION EXPRESSED IN THIS PRESENTATION ARE SOLELY

MY OWN AND DO NOT EXPRESS THE VIEWS OR OPINIONS OF MY EMPLOYER.

• PLEASE DO NOT TAKE PICTURES OR VIDEOS OF THE PRESENTATION. 

• A COPY OF THIS PRESENTATION MAY BE MADE AVAILABLE TO YOU UPON

REQUEST.



SYNTHETIC IDENTITIES

• SYNTHETIC IDENTITY FRAUD (SIF) IS A FRAUD THAT INVOLVES THE

CREATION OF A FICTITIOUS IDENTITY

• NEW IDENTITIES ARE MANUFACTURED WITH A COMBINATION OF REAL

AND OR FABRICATED INFORMATION. 

• TARGET SSN’S THAT ARE NOT ACTIVELY BEING USED

• CHILDREN, ELDERLY, DECEASED, IMMIGRANTS



SYNTHETIC IDENTITIES – FINALLY DEFINED!!!

The industry-recommended definition of synthetic identity fraud 

(SIF) is the use of a combination of personally identifiable 

information (PII) to fabricate a person or entity in order to commit 

a dishonest act for personal or financial gain.

https://fedpaymentsimprovement.org/strategic-

initiatives/payments-security/synthetic-identity-payments-

fraud/synthetic-identity-fraud-defined/

https://fedpaymentsimprovement.org/strategic-initiatives/payments-security/synthetic-identity-payments-fraud/synthetic-identity-fraud-defined/
https://fedpaymentsimprovement.org/strategic-initiatives/payments-security/synthetic-identity-payments-fraud/synthetic-identity-fraud-defined/
https://fedpaymentsimprovement.org/strategic-initiatives/payments-security/synthetic-identity-payments-fraud/synthetic-identity-fraud-defined/


SYNTHETICS ARE NOT NEW!!!

1997

Banks began to focus on 
Bust Out activity risk.

2007

1st SIF Case Prosecuted

2013

Banks begin to work 
together on synthetics and 

working group formed.

2018

SSA Initiative.

ECBSV

2019

Federal Reserve White 
Paper and Definition 

Courtesy Turnkey Risk Solutions / Barb Simcox



WHAT’S THE SCOPE OF THE PROBLEM?

• MORE THAN 6 MILLION NEW ADULTS BEGIN THEIR CREDIT FILES EACH YEAR, WITH

LITTLE TO NO DATA OR HISTORY. 

• THERE ARE OVER 20 MILLION VALID IDENTITIES WITH OVERLAPPING SOCIAL SECURITY

NUMBERS.

• THERE IS NO VICTIM TO REPORT THE FRAUD, FINANCIAL INSTITUTIONS HAVE NO TRUE

PERSON TO INQUIRE ABOUT FRAUD OR COLLECTIONS.

• MOST SYNTHETIC IDENTITIES ARE UNIDENTIFIED OR ARE TREATED AS A CREDIT LOSS

AND LOST IN COLLECTIONS CHARGE OFFS.



TYPES OF SYNTHETIC IDENTITIES

Fake name and date of birth 
that do not belong to any 

known consumers

Type of Synthetic ID fraud 
made easier from SSN 

randomization
Full Synthetic Invalid SSN 

SSN, name, and date of birth 
combination do not match 

with any one person

More traditional type of 
synthetic fraud from pre or 

post SSN randomization 
era

Partial Synthetic

Valid SSN 
(e.g., from temporary 
immigrant, stolen from a 
child)

Name and date of birth 
match the applicant’s real 

identity

Can be used by non-
malicious consumers to 
erase history and gain 

access to credit

Manipulated 
Profile

Invalid SSN 
(sometimes called CPN)

SSN, name, and date of birth 
match the applicant’s real 

identity

Fraudster who is willing to 
ruin their own credit or 

who has obtained a 
legitimate profile from 

someone else

Legitimate 
Profile 

Valid SSN

Courtesy Capital One / Geraldine Schmidt



CREATING SYNTHETIC IDENTITIES

• CREATE & SCREEN THE SSN

• SELECT IDENTIFIERS & SSN

• HTTPS://WWW.FAKENAMEGENERATOR.COM/

• HTTPS://STEVEMORSE.ORG/SSN/SSN.HTML

• APPLY FOR CREDIT

• CREATES A RECORD FOR THAT NEW IDENTITY TO BE VALIDATED.

• ESTABLISH HISTORY – UTILITIES, PHONE, REWARDS ACCOUNTS, SOCIAL MEDIA

• HTTP://WWW.LISTYOURSELF.NET/LISTYOURSELF/

https://www.fakenamegenerator.com/
https://stevemorse.org/ssn/ssn.html
http://www.listyourself.net/ListYourself/
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CREATING SYNTHETIC IDENTITIES

• MANAGE THE IDENTITY – CREDIT MONITORING SERVICES

• CREDIT KARMA, & OTHER SERVICES

• POLLINATION

• UTILIZE & NURTURE THE IDENTITY – OPEN ACCOUNTS, MAKE PURCHASES & 

PAYMENTS



POLLINATION



POLLINATION



WHERE ARE THEY HEADING?

• Auto Lending

• Buy Now Pay Later

• Crypto

• Healthcare

• Human Trafficking

• Insurance

• Investments

• Immigration

• Mortgage

• Peer 2 Peer

• Retail

• Stocks

• Utilities



DEEP FAKES THE NEXT PHASE

What is a deep fake?

• A deepfake superimposes existing video footage or 

photographs of a face onto a source head and body using 

advanced neural network-powered artificial intelligence and 

can make fraudulent video and audio content seem incredibly 

real.

• Anybody remember this guy?



WHERE DID DEEP FAKES COME FROM?

• There is no way to put this nicely……the Porn industry is far ahead of 

the us!

• The first deep fakes were pornographic videos of celebrities.

• Deepfake porn constituted 96% of all deepfake videos online.

• 113K deepfakes were uploaded in the first 9 months of 2023.

• Todays deep fakes are now being created for malicious reasons; 

they include

• Political

• To spread misinformation domestic and international

• Financial

• BEC – Already happed in 2019 in Germany and January 2024 for 

$25M.

• Scams – Romance & Employment









REAL OR FAKE?



REAL OR FAKE?



REAL OR FAKE?















WHY THE SHIFT?

• Industry continues to move away from outdated authentication 

methods, such as SMS-based two-factor authentication and 

knowledge-based authentication.

• Increase in more advanced biometric-based authentication 

methods as a secure alternative, but depending on the 

sophistication of those biometric systems, the rise of deepfake 

technology will undoubtedly become a larger concern.

• Quantum computing is no longer on the horizon it is here and 

available to the public.

• Publicly available software that can help you create deepfakes 

for less than $1,000 and a few weeks to learn the program.



SO, WHAT DO WE DO ABOUT IT?

• Its all about the data!!!!

• Have confidence in your data but not blind trust.

• Authenticate individuals and entities with nontraditional methods 

and data.

• Find the relationships or lack of.

• New or existing in your environment.

• Documentation is easy to manipulate and provide.

• Volume and velocity.

• Device Identification

• Collaborate

• Audit



THE FUTURE

• IT’S NOT GOING AWAY!!!

• IT’S GETTING MORE

COMPLEX ACROSS ALL

FINANCIAL SECTORS!!!

• WE ALL RELY ON DATA, 

AND WE ARE ALL

CHASING FRAUDULENT

DATA GHOSTS!



QUESTIONS & ANSWERS

Steve Lenderman, CFE

info@stevelenderman.com

https://www.linkedin.com/in/steve-lenderman/

Join the BOSI working group!!!!

info@bosi.group

https://www.linkedin.com/in/steve-lenderman/
mailto:info@bosi.group
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