CONFESSIONS OF A SPY

HUMAN HACKING - IDENTIFYING THREATS AND BEST PRACTICES

Seminar for ACFE Heartland Chapter
May 7, 2022
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AGENDA

* Introduction to Data Breaches

 Threat Actors

* Organizational Targeting

» |dentification and Assessment of Insiders

 The Art of Elicitation

» Trust and Social Engineering (SE) Influence Techniques

+ SE Attack Vectors — Spear Phishing, Smishing, Vishing and Face-to-Face

» (Conclusion
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MAGNITUDE OF THE PROBLEM

« 2021 was a costly year for data breaches and we are still climbing the hill. (Bm security)
« Average cost of a data breach worldwide in 2021: $4.24 million. (Bm security)
« Average cost of data breach in U.S. during 2021: $9 million. Bm security)

 During 2021 there were more than 1,862 publicly disclosed breaches exposing 25
billion compromised records. (security Magazine)

» Qver 90 percent of successful data breaches are initiated by social engineering

(Verizon)
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Average total cost of a data breach by industry

Measured in USE millions

Healthcare

Irans F'-:";" Taton

Consumer

Commumicanons

Public sector
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https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

o https://lwww.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks
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https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks

WHO |S RESPONSIBLE WITHIN AN ORGANIZATION?

 Chief Information Security Officer
* Director of Security

* HR Director

 General Counsel

« CFO

 CEO

» Board of Directors

» The CFE practitioner
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THREAT ACTORS

Who are they and what do they want with your organization?
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Hah! My firm would never be a target!!!
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LEVERAGING BACK DOOR ACCESS

LAW CPA

OFFICE FIRM

TARGET

CONSULT
OFFICE -ANCY
STAFFING
T
SERVICES
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HANDOUT #1
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TARGET ANALYSIS

OSINT COLLECTION
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COLLECTING INFORMATION ON YOUR ORGANIZATION
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COLLECTION ON THE ORGANIZATION

» Organization’s Website
» Job Postings
» Glassdoor.com

» Pictures Uploaded by Employees to Social Media
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JOB POSTINGS

AWS Data Architect - Kansas City - 140K+

Technical Requirements

Experience implementing AWS Data Services in production

Redshift, EMR, EC2, S3, Athena, RDS, DynamoDB, Kinesis, Glue, etc.
Experience developing distributed data platforms using Spark

Scala, PySpark, Spark-SQL

Experience leveraging Big Data Technologies in Hadoop

Hive, HBase, HDFS, Cassandra, Kafka, Sqoop, efc.

Proficiency in Python, Scala, and/or Java

Proficiency in SQL

Experience with designing and implementing RDBMS

Oracle, PostgreSQL, MySQL, MS SQL Server, etc.

Source: Indeed.com
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COLLECTION ON THE ORGANIZATION

» Organization’s Website
» Job Postings
» Glassdoor.com

» Pictures Uploaded by Employees to Social Media
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Example of office layouts
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Employee badges.
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Confidential Documents — Employee Manuals, Employee Benefits, Contracts, NDA's

pdf and employee handbook

" Handbook for your Employees - NFIB

https://www.nfib.com » Members » Legal » Guides > employee_handbook ~
Developed by the NFIB Small Business Legal Center, the NFIB Guide to the Employee. Handbook
was written 1o serve as a blueprint for creating an employee ...

"> Employee Handbook - OCIE SBDC Network

https://ociesmallbusiness.org » wp-content » uploads » 2017/12 » Employe... =

| agree to return the Employee Handbook upon termination of my employment. Signature. Print
Name. Date. CONFIDENTIALITY POLICY AND PLEDGE. Any ...

"* employee handbook - Entrata

https://www.entrata.com » docs » employeehandbook ~
You, and other Employees, are vital to the success of Entrata. This handbook has been prepared
to acquaint you with the employment policies and practices of ...

" Employee Handbook - Sunrise Company

https://www.sunriseco.com > Sunrise_Employee_Handbook_Jan2015 -
Jan 1, 2015 - (PDF), Employee's Daily Record of Tips and Report to Employer. Employees are not
required to report to their employer cash tips that are less ...
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PRESS RELEASES

Below is an email sent to Uber employees from the company’s Board of Directors this evening:
Team,

We are delighted to announce that Uber’s Board has voted unanimously to appoint Dara Khosrowshabhi to
be our new CEO.

Dara came to America at nine years old when his family escaped Iran on the eve of the Iranian Revolution.
He grew up in Tarrytown, N.Y., trained as an engineer at Brown, and spent many years at IAC serving as
Chief Financial Officer and in various operational and strategic roles.

In 2005, he became CEOQ of Expedia, which he built into one of the world’s leading travel and technology
companies, now operating in more than 60 countries. He has four children and not surprisingly loves to
travel, one of his favorite trips being to the Angkor Wat temples in Cambodia where his wife Sydney said yes
tomarryinghim..........................
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https://www.uber.com/newsroom/leadership/dara-khosrowshahi
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HANDOUT #2
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Conduct your research with Handout #2
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INSIDERS

Selection and Assessment
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Home My Metwork Jobs Messagimni

Jobs Content More = Connections ¥ | | Locations ¥ | | Current comp

Is Your Start Up Lagging? - Assemble a virtual advisory board to help with funding, strz

Ayushi Patel - 3rd
Software Engineering intern at Facebook | Connect |

A-{ Ramoaies e L res

gl la =l o e I EC

Current: Software Engineer intern at Facebook

Xuan(Winnie) Zhu - 2nd
Software Engineer Intern at Facebook | Connect |

[ N R - S
S aLlE T

U B P e et

Past: Software Engineer Intern at SAS

Mamra Shah - 3rd
Software Engineer Intern at Facebook | Message |

-

= a3 Fort =t res
gl las AL I =l

Past: Software Engineer Intern at Copart
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“TIME ON TARGET"
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RESEARCH INSIDERS ON SOCIAL MEDIA

» LinkedIn: academic and work experience, career aspirations (from about them as well
as influencers), certifications and licenses, affiliations with associations, volunteer
work, network of contacts

» Facebook: hobbies, interests, sports teams, music genre, favorite foods, travel, social
economic status, close friends and family members, efc.

» Twitter: opinions, political leanings, ideology, religion, pet peeves, etc.

» Instagram: Pattern of Life
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Human Maotivations

» Family
»  Money
» Education
= Career

~ Better home
»  Luxury goods

# [Desires/wants

= ldeclogy
» Religion
» Politics

» Excitement

Human Vulnerabilities

»  Money

» Gambling

# Drinking to excess
# Drug addiction

»  Sex

#  Greed

» Hate/Revenge

» Jealousy
»  Guil
» Ego

» Low self-esteem



HANDOUT #3
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HANDOUT #4
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SOCIAL ENGINEERING OPERATIONS
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TRUST
&
INFLUENCE TECHNIQUES
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WHY ARE HUMANS SO SUSCEPTIBLE TO SOCIAL ENGINEERING?
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BLIND TRUST CAN BE FATAL
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WE EXPLOIT TRUST FOR THE GRAND DECEPTION
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INFLUENCE TECHNIQUES

» Liking

* Scarcity

* Authority

» Reciprocity/Obligation
» Social Proof

» Consistency
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HANDOUT #5
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HELP!
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SE ATTACK VECTORS - 1

Phishing
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NOT

EEED..
PHISH
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Robert Valencia
CEO
VLT Engineering, Inc.
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PROTECTING THEIR TRUE IDENTITY
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SOME PROSPECTIVE ON LINKEDIN'S REPORTING ON FAKE PROFILES

- “Between January and June 2019, we took action on 21.6 million fake accounts. This
includes:

‘Preventing 19.5 million fake accounts from being created at registration.

‘Restricting 2 million fake accounts before members reported them and 67,000 following
member reports.

*98% of all fake accounts we prevented or took down were done so through
our automated defenses, including artificial intelligence and machine learning. The rest
were captured through manual review.”

© COUNTERINTELLIGENCE INSTITUTE, LLC



https://engineering.linkedin.com/blog/2018/09/automated-fake-account-detection-at-linkedin

‘ Ignore

Dave Mitchel - 2nd Customers btob

Emerging Technology Specialist
Sydney, Australia - 500+ connections - Contact info

Highlights

42 mutual connecticns
ou and Dawe both know Paulo Mdller, Fausto Tucd, and 40 others

Experience

Business Development Manager

Customers btob

it 2003 - Jul 2007 - 3 yrs 10 mos

Sydinay, Austrafa

| wias tasked in this role to develop business to business relationships with set targets and KPI's that
werng axceaded.

| wias required to find and nurture my own leads and grow them into strong repeat business that
increasad owar time to grow the key areas of the business and report and interact with key stake
halders.

Business Manager

DM DiNG

May 1999 — Ot 2003 - £ yrs 6 mos
Eeifing City, China

| manage chinesa opsaration.

© COUNTERINTELLIGENCE INSTITUTE, LLC

Skills & Endarsements

Mew Business Development - 42
Michelle Elyn Hogan and 47 connections have given endarsements for this skill

Business Strategy - 47

'j Endorsed by Wilmar Gomes . * . (mutual connection]

Cloud Computing - 40

' Endorsed by Kavit Munshi, who is highly skilled at ‘; Endorzed by Wilmar Gomes .° . (mutual

this connection)

Show maore ~

Interests

On Startups - The Community For Freetason Networking
626,986 rrembers 16,567 memibers

Masaonic Metwark US Government Accountability Offi...

0715 members 53,301 followers

Innovative Uses of HPC m LIOM Metwork

1,285 members 19,541 mernbars

See all
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Vanessa

A proud
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American ==  Proudly followed by i :
"l want to have fun. It's a beautiful life. You win,u lose,but you get
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1 Mitch McConnell just helped his major donor by lifting Russian sanctions.

Listen to s podcast episode about it below.
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James Brian - 2nd

Freemasonry
United Ztates - 104 connections - Contact info

Highlights

2 mutual connections

You and James both know Evert van der m AGY and wi

Activity

104 followers

Join the Freemason and better your life
James shared this

*About llluminati* *We are the sell of the
new world order. we are known as the...
James commentad

Experience

freemason
“ Grand master illuminati

zm 2002 — Present - 18 y1s 5 mos

illuminati
Mermber of the freemasonary - Full-time

Interests

Marendra Madi &
Prime Minizter of India
3,482,323 follows

Masonic Medical Research Institute
1,482 fislbor

Robert Herjavec i
Founder of He sroasp | Shark on A8
2122159 follow

W
sl
T

Igniore More._.

EM Grand master illurninati

arm mclean

See ol

*About llluminati* *We are the sell of
the new waorld order. we are known a...
Jzrmzs commented

*About llluminati* *We are the sell of
the new waorld order. we are known a
Jzrmzs commented

Jeff Weiner @
CED at Linkedin
10,509,881 fiod

Forbes
13,699,125 fo
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Matthew P. CPP, PSP, PCI, CFE, CFI |
Loyola University New

Orleans

Senior Regional Program Manager, APAC

Singapore - 500+ connections - Contact info
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Matthew P. CPP, PSP, PCI, CFE, CFI
Senior Regional Program Manager, APAC

About

Top-performing, ASIS, ACFE, and |Al Board Certified, Security Executive with extensive experience and advanced
education geared towards contribution of long-range operational objectives. Tested, proven leadership abilities;
extensive field experience in key global markets. Excel at navigating complex challenges. Honored with numerous
awards for service, distinguished results and effectiveness.

« Subject Matter Expertise: Physical security solutions, intelligence risk analysis, incident investigation management,
and crisis response for high-profile organizations.

« Investigative Assets: Extensive investigative management experience involving crimes, cybercrimes, forensics, and
intelligence.

« Security Continuity: Excel at identifying potential security risks. Extensive experience in defining, establishing, and
managing security risk metrics and tracking effectiveness.

« Risk Mitigation: Affinity for balancing risk mitigation with organizational needs. Effective at identifying and controlling
vulnerabilities.

« Team Leadership: Talent for implementing enterprise-wide programs, and managing cross-functional, high-performing
teams. Highly collaborative, with the ability to build and maintain effective working relationships.

+ Key Strengths: Finely tuned analytical skills with a dedication to continually streamlining and improving work
processes. Effectively interface with executive leadership to collaborate on issues and resolve problems. Results
focused; achieves maximum impact with minimal cost.




Matthew P. CPP, PSP, PCI, CFE, CFI
Senior Regional Program Manager, APAC

Experience

.“ Senior Regional Program Manager, APAC
. Microsoft - Full-time

Feb 2020 — Present - 6 mos

Singapore

Senior Regional Program Manager (Security), APAC

Program Management of Data Center Physical Security in the Asia Pacific Region, responsible for
identifying, evaluating, and quantifying physical security issues at proposed critical infrastructure
sites, including corollary policies, procedures, guidelines, technical defenses & preemptive
measures.

Selected Contributions:

» Conduct ongoing risk assessments & site security analysis, recommending mitigation and
remediation as necessary to protect staff, equipment and operational continuity, while monitoring
corporate & geopolitical threat levels globally.

» Supervise protective programs and new vendor tender processes, and provide vendor oversight,
and visitor, executives, staff & contractor threat assessments.

* Investigate breaches and ancillary incidents, concurrent with providing thorough security staff
training.

* Foster & cultivate quick-reaction relationships with host-nation policing authorities, security
branches and private sector security firms, while ensuring bank compliance with relevant
jurisdictional regulations and reporting requirements.

* Identify, target and optimize security vendor cost efficiencies, including reviewing contractual terms
and issuing recommendations to corporate management.

see less




Matthew P. CPP, PSP, PCI, CFE, CFI
Senior Regional Program Manager, APAC

Regional Security Manager, APAC
CBRE - Full-time

Apr 2017 — Feb 2020 - 2 yrs 11 mos
Singapore

Regional Security Manager, APAC

Leader of corporate security delivery in Asia Pacific Region, primarily tasked with security operations,
including policies, procedures, guidelines, technical defenses & protective measures, and for
safeguarding principle Security Operations Center complex.

see less

Senior Special Agent

Naval Criminal Investigative Service (NCIS) - Full-time
Sep 2002 — Apr 2017 - 14 yrs 8 mos

Worldwide

Senior Special Agent, National Security Division, Proactive Operations.

Lead investigative teams in sensitive and complex national security intelligence operations and
programs around the world. Accountable for developing detailed operational plans for asset protection,
threat mitigation, proprietary technology protection, and exploitation of intelligence information in
support of organizational objectives.

see less

Patrol Sergeant

Folsom Police Department - Full-time
May 1998 — Sep 2002 - 4 yrs 5 mos
Folsom, Louisiana

Patrol Sergeant

Supervision of sworn law enforcement officers and staff involved in traffic, field patrol, investigations,
crime prevention, and community relations. Participated in shift activities including enforcing federal,
sate, and local laws, issuing citations, making arrests, and court testimony.

© COUNTERINTELLIGENCE INST
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Matthew P. CPP, PSP, PCI, CFE, CFI
Senior Regional Program Manager, APAC

Education

Loyola University New Orleans
Master of Arts (MA), Criminal Justice/Police Science
2001 — 2002

Media (1)

Loyola University New Orleans

Southeastern Louisiana University

Bachelor's Degree (BA), Criminal Justice/Police Science
1992 — 1996

Media (1)

Southeastern has been ranked No. 1
in Louisiana and No. 15 in the nation

00




Matthew P. CPP, PSP, PCI, CFE, CFI
Senior Regional Program Manager, APAC

Matthew P. CPP, PSP, PCI, CFE, CFI
Senior Regional Program Manager, APAC

. _— ‘&=z Active Shooter Instructor Trainer
Licenses & Certifications XJ;  FEDERAL LAW ENFORCEMENT TRAINING CENTER

Executive Protection Certificate
ASIS International

Issued 2019 - No Expiration Date .
P Automatic Weapons Instructor

FEDERAL LAW ENFORCEMENT TRAINING CENTER
Rescue Diver
PADI
Issued 1999 - No Expiration Date
/ Firearms Instructor
g
Professional Certified Investigator (PCI) FEDERAL LAW ENFORCEMENT TRAINING CENTER

ASIS International
Issued 2017 - Expires 2024

Non Lethal Weapons Instructor

Certified Forensic Interviewer (CFi) FEDERAL LAW ENFORCEMENT TRAINING CENTER

International Association of Interviewers
Issued 2019 - Expires 2022

Certified Protection Professional (CPP) &y Physical Fitness Coordinator

ASIS International XC¢:  FEDERAL LAW ENFORCEMENT TRAINING CENTER
Issued 2019 - Expires 2022

Physical Security Professional (PSP) . :
ASIS International Reactive Firearms Instructor

Issued 2019 - Expires 2022 :,‘ FEDERAL LAW ENFORCEMENT TRAINING CENTER

Certified Fraud Examiner (CFE)
Association of Certified Fraud Examiners (ACFE)

_ Singapore Home Team Academy Firearms Instructor
Issued 2019 - Expires 2021

Ministry of Home Affairs Singapore




Matthew P. CPP, PSP, PCI, CFE, CFI
Senior Regional Program Manager, APAC

Volunteer Experience

Volunteer

Audubon Nature Institute
May 1997 —May 1998 * 1 yr 1 mo
Education

A4

© COUNTERINTELLIGENCE INSTITUTE, LLC 1




Matthew P. CPP, PSP, PCI, CFE, CFI
Senior Regional Program Manager, APAC

Matthew P. CPP, PSP, PCI, CFE, CFI
Skills & Endorsements Senior Regional Program Manager, APAC

Security Management

3 Endorsed by Samrendra Mohan Kumar and 5 others who are highly skilled at this

Risk Management - 13 Leadership ' 7 Interrogation ' 5

3 Endorsed by Samrendra Mohan Kumar, who is highly skilled at this
Team Leadership Management " |

Risk Assessment - 12
Training * ' Customer Service

9 Endorsed by Adolfo Benages CPP CAS MBA and 1 other who is highly skilled at this

Industry Knowledge

Crisis Management - § Physical Security - 8

Operational Due Diligence ' 7 Cross Cultural Management ' 6

Security Operations Business Continuity " |

- Threat Intelligence * / Anti-counterfeiting * ¢

Force Protection * 7 Executive Protection

Counterintelligence " Counterterrorism " 4 Gomnmnt Lmning f. Brand Proleﬂk’n f.

Surveillance ' 5 Investigation - 7

- - - - = -
Law Enforcement ' 6 Maritime Security - 5 Intelllg llection secumv Investlgatlons

- £

Intelligence Analysis Criminal Investigations

Counter Surveillance ' 5 Anti-corruption ' 5

Emergency Management - | Banking
Firearms Instruction - Cultural Diversity - 5
Fraud Investigations - 1 Loss Prevention
Corporate Security - 1 Security - 8 Maritime Domain Awareness ‘ 5 Maritime Law Enforcement - 5
Auditing - 1 Public Safety - 1 . ) i,
Federal Law Enforcement - 5 Security Clearance ' |

Criminal Justice - 1 Private Investigations - 5

Project Management
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Matthew P. CPP, PSP, PCI, CFE, CFI
Senior Regional Program Manager, APAC

40 Courses

Active Shooter Instructor Training Program
FLETC

Advanced Foreign Counterintelligence Operations Course
DoD

Advanced High Risk Operations Training Program
NCIS / FLETC

Automatic Weapons Instructor Training Program
NCIS / FLETC

BSR Evasive Driving Course
BSR

Clandestine Methamphetamine Laboratory Identification Training
LSP

Counter Surveillance and Surveillance Detection Course
DoD

Counter Terrorism Investigations and Operations Course
DoD

Counterintelligence Force Protection Course
DoD

Counterintelligence Interviewing Skills Course
DoD

Counterterrorism Asset Validation
cic

Espionage Investigations and Interviewing Techniques
cic

L e MLV S V)

Senior Regional Program Manager, APAC

Federal Criminal Investigator Training Program
CITP /FLETC

Firearms Instructor Training Program
FLETC

Foreign Service Institute East & North Africa Regional Seminar
FSI

High Risk Operations Training Program
NCIS /FLETC

High Risk Port Support Operations Training Program
NCIS /FLETC

High Risk Protective Service Operations Training Program
NCIS /FLETC

M Evasive & Defensive Driving Course
m

Inland Boat Operator Training Program
FLETC

Inteligence Operations Familiarization Course
DoD

Intoxilyzer Certification Course
LSP

Louisiana State University P.0.S.T Certified
LSu

Maritime Counter-improvised Explosive Device Awareness
CNIC

Military Counterinteligence Collections Course
DoD

National Security Investigations Course
DoD

Non-Lethal Weapons Instructor Training Program
FLETC

Matnew F. GFF, FSF, PUL, GFE, GH
Senior Regional Program Manager, APAC

Physical Fitness Coordinator Training Program
FLECT

Protective Service Operations Course
m

Reactive Shooter Instructor Training Program
FLETC

SERE 225
DoD

SIG SAUER Armorer Course
SIG SAUER

Sig Ams DAK Transition Course
Sig Arms /NCIS

Singapore Home Team Academy Firearms Instructor Training Program
HTA

Special Agent Basic Training Program
NCIS /FLETC

Suicide Bomber Mitigation Training Program
FLETC

Surveillance Operations Course
DoD

Threat Country Inteligence Seminar
DoD

Threat Country Intelligence - Inteligence and Operations Methodologies
cc

Threat Country Operations Course
DoD

Show less ~




Matthew P. CPP, PSP, PCI, CFE, CFI
Senior Regional Program Manager, APAC

1 O Organizations

Association of Former Intelligence Officers (AFIO)
Jul 2017 - Present « Member

American Chambers of Commerce in Singapore
May 2017 - Present + Member

Asia Crisis & Security Group
2017 — Present « Member

Association of Certified Anti-Money Laundering Specialists (ACAMS)
2017 - Present - Member

Association of Certified Fraud Examiners (ACFE)
2017 - Present « Member

International Association of Emergency Managers
2017 - Present « Member

National Emergency Management Association
2017 - Present - Member

Overseas Security Advisory Council (OSAC)
2017 - Present « Member

ASIS International
2005 — Present + Member

Federal Law Enforcement Officers Association (FLEOA)
2002 - Present « Member

Show less ~

© COUNTERINTELLIGENCE INSTITUTE, LLC

Matthew P. CPP, PSP, PCI, CFE, CFI
Senior Regional Program Manager, APAC

5 Honors & Awards

Department of State Meritorious Honor Award
2015 « United States Department of State (DoS)

Joint Civilian Service Commendation Award
2009 « United States Department of Defense (DoD)

Naval Criminal Investigative Service Expeditionary Medals (3)
2008 « Naval Criminal Investigative Service (NCIS)

Navy Meritorious Civilian Service Award
2003 « United States Department of Navy (DoN)

Master of Criminal Justice Scholar Award
2002 -« Loyola University New Orleans

Languages

English « Thai




Be fast. Be flexible. - Internet & Voice just $35 each/mo. when you buy both. Restric

Media Lab Solutions
it CBS® yahoo! [Axdd b
P ' More... '

J

Natalie Weinstein - 1st i} Media Lab Solutions
Director of Podcast Relations at Media Lab Solutions

@ unitedtrustinvestmentbank.com/about-us/ . e I

(i
W The Johns Hopkins University

Tampa, Florida, United States - 194 connections - Contact info
UT' BANK Home About Us Our Services Credit/Debit Cards Contact Us Internet Banking

@ pinterest.com/mandymodgirl/professional-female-headshots-mandy-mcewen/

e Toda Q search
Yy

Headshots - Mandy
McEwen -

(3]

Mandy McEwen - My headshots for Mod Girl Marketing - taken by
Sweet Jean Photography of Roseville, California.

Meet Our Team

419 followers

as you might love

prporate portrait

§ ‘
] LR N ‘




Media Lab Solutions

Featured In

A . Chs® vahoo! [ER
v

BE‘”a GOIdSteiﬂ - 1st m Media Lab Solutions

Apply to Get Featured in CBS, NBC, and Fox Yale University

Tampa, Florida, United States - 226 connections - Contact info
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Emma Stavos

Speciality:

Home stager extraordinaire.

https://www.taylorjonesgroup.com/team



POLL — WHAT CRITERIA DO YOU USE WHEN DECIDING
WHETHER OR NOT TO ACCEPT LINKEDIN CONNECTION
INVITATIONS?

1)  No real criteria, | accept all invitations

2)  More likely to accept if they have an attractive profile photo
3) Likely to accept if they have an impressive profile

4) | only accept invitations from people | know

5) | accept from known people or from people representing known organizations

© COUNTERINTELLIGENCE INSTITUTE, LLC % ;




Self-employed

Executive Recruiter ﬁ Universidade Paulista

New York, New York - 500+ connections - Contact info

© COUNTERINTELLIGENCE INSTITUTE, LLC




Experience

Executive Recruiter
Self-employed

Mar 2014 Present - 6 yrs 5
Greater New York City Area

Leveraging extensive experience in business consulting, | specialize in working with Fortune 500
companies in the selection of executive management talent. This starts with a clear understanding
of the client's needs and expectations and ends with the presentation of top candidates. While
predominantly working out of the New York area, | utilize an extensive network of associated
recruiters to fulfill global requirements.

Manager, Executive Recruiting
McKinsey & Company
lan 2012 Felb 2014 - 2 yrs 2 mos

Sao Paulo, Brazi

Deloitte Brasil
5 yrs 5 mos

Manager
lan 2009 Dec

Sao Paulo, Brazi

Senior Consultant

Aua 2006 Dec 2008 - 2

Sao Paulo, Brazi
Education

Universidade Paulista
Master's Degree, Business Administration

2005 — 2007

Universidade Paulista

Bachelor's Degree, Public Relations/Image Management
2001 2004
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Accomplishments

Languages

English « Portuguese + Spanish

Interests

Arianna Huffington in

Founder and CEO at Thrive Globa

"Recruiters and Consultants”

[0 members:

The New York Times
5,045,482 followers

See all

Sramana Mitra in)

Founder and CEQ of One Million by O

429 461 followers

Zoran Pesic - Recruitment
] 5063 fo | Wers

UNIP - Universidade Paulista

11,302 members




SKILLS & ENDORSEMENTS

Executive Search 145

Recruiting - 133

Consulting - 127

Management Consulting - s¢

Performance Management- s>

Change Management - 51

Public Relations - 46

Strateqgy - 46

Business Strateqy - 44

vV V V V VWV VY V V V VY

Strateqic Planning - 2

© COUNTERINTELLIGENCE INSTITUTE, LLC

Start-ups -«

» CRM -39

Y

vV V V V VY VY V

Customer Relationship Management

(CRM) -2

Management - s

Talent Management - o

Leadership - 4

Interviews - 46

Executive Management -4

Executive Coaching - 4

International Business Consulting

- 44


https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,6)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,1)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,639012141)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,639012144)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,2)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,4)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,8)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,639012142)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,639012149)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,639012146)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,639012150)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,639012147)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,1280271214)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,639012145)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,639012148)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,287044152)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,5)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,639012143)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,7)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,3)/?lipi=urn%3Ali%3Apage%3Ad_flagship3_profile_view_base%3B3OgW9qfgS8GR3%2BUyhqYlKA%3D%3D&licu=urn%3Ali%3Acontrol%3Ad_flagship3_profile_view_base-skills_endorsement_full_list

&? Ana Maria
i

H

Thanks for accepting my connection request. My company is
working with a top tier university along with several professionals
within the fleet management industry to help identify whether or
not there is a growing need for the development of university
degrees and/or more specific certification programs which would
enhance the expertise and professional stature of individuals
working within this field.

| am attaching the results of our initial survey. | would really
appreciate your review of the survey and any comments which
you may like to provide.

As detailed in the attachment, we will be organizing a webinar
early next year on this topic and hope you will be able to

participate.

Respectiully,

Ana Maria

Fleet.Prof.Survey.pdf
9 MB
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HANDOUT #6
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SE ATTACK VECTORS - 2

Smishing
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Dear Employee,

So sorry to disrupt your well deserved memorial day weekend, but we just became aware of an issue which could
significantly delay for most employees the processing of payroll for deposit this coming Friday. To advert this from happe ning
in your particular case, we need you to log into our new HR Portal. Please use the following link

for login utilizing your current credentials. Once inside, confirm your hour submission for the
previous pay period. Prior to logging out, establish a new password for your account. Please complete this requirement
soon as possible.

Happy Memorial Day!

Susan Jones

HR Director, Prestige Communications

© COUNTERINTELLIGENCE INSTITUTE, LLC



mailto:jasper.1020@pantex.net

SE ATTACK VECTORS - 3

Vishing
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VISHING




T Easily
(777) 7777777 Disguise
Your Caller ID




PRETEXT TO COLLECT SENSITIVE INFORMATION

» Academic Research

» Conducting a Survey

» Career Advice

» Future Employee

» Recommendations for Service Providers
» Potential Vendor

» Current Client

» Co-Worker from Another Area

© COUNTERINTELLIGENCE INSTITUTE, LLC  {xy )




Christine — The New Receptionist
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DEEPFAKES AND Al THREATS
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PAYMENT FRAUD

Case 1

* 2019

* CEO of unnamed UK-based energy firm

* Received instructions via phone call with boss from German parent

* Transfer of Euros220,000 to the bank account of Hungarian supplier

* Subsequent calls made, claimed that money was reimbursed

* Third call asking for same transfer; suspected as caller ID came from
Australia

© COUNTERINTELLIGENCE INSTITUTE, LLC



CASE 2

* 2020 bank manager in Hong Kong received call

* UAE based client requested transfers totaling $35 million to cover
acquisitions

* Email received between client and lawyer substantiating transaction

* Transfer made

* U.A.E. conducting investigation

* Scheme appeared to involve at least 17 individuals

* Contacted U.S. authorities in effort to recover $400,000 wired to accounts
held by Centennial Bank

© COUNTERINTELLIGENCE INSTITUTE, LLC



SE ATTACK VECTORS - 4

Face-to-Face Interaction
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FACE-TO-FACE ENCOUNTERS

© COUNTERINTELLIGENCE INSTITUTE, LLC
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How We Get in Front of You

» Bumps within pattern of life
 Conference and tradeshow targeting

 Targeted Invites

© COUNTERINTELLIGENCE INSTITUTE, LLC  {x7)




Targeted Invites

Interview for publication

Nomination of an award

Student conducting research

Executive Headhunting Scheme

© COUNTERINTELLIGENCE INSTITUTE, LLC




THE ART OF ELICITATION

© COUNTERINTELLIGENCE INSTITUTE, LLC



o background

employers

-= O company
offer

headhunter
carccer
retained seckers : retaineg  Seekers CAreer
critieal professional eritial  profession|

EXECUITIVE SEAR CH EXECUTIVE SEARCH

recruit m m s ement 3

resume industry anage ent :r reclgsl:ltf:né lndmlﬂ}lagagnetwork
o contact network - poontact -y Epsin 2§
g= Searchﬁnd s PoOosition k searc hf £ sklll:“
s

— skills
beneﬁts

references
research

email

opportunity

interview
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Interview
or
Elicitation?
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TARGETING DURING FOREIGN TRAVEL
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CORPORATE ESPIONAGE - INDUSTRIAL ESPIONAGE

Customer data

Employee data

Vendor information

Pricing strategies

Proprietary formulas and processes
Technical components and plans

Corporate strategies

vV V V V V VY VY VY

Corporate financial data

© COUNTERINTELLIGENCE INSTITUTE, LLC
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Telephone directories
Computer access protocols
Computer network design
Acquisition strategies
Marketing strategies
Investment data
Negotiation strategies

Passwords (computer, phone,
accounts)



HOW INFORMATION IS COLLECTED

» Visa Application

» Airports (WIFI, Electrical Outlets, Security Checks)
» Customs & Immigration

» Secondary

» Local Transport, Hotel Services, Translation Services, Bar (elicitation)
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NO EXPECTATION OF PRIVACY

NOTICE

Toilet Cameras are for research
purposes only.

Tampering with or disabling the toilet

cameras is a Federal Crime punishable up
to $8,500 in fines.

For Questions, Comments and Complaints,
please call 1 (800) 948-8488

© COUNTERINTELLIGENCE INSTITUTE, LLC




TECHNICAL VERSUS PHYSICAL COLLECTION RESOURCES

Technical

 Media Devices, Cameras, Audio, Key Control

Physical

* Informants, agents, physical surveillance

© COUNTERINTELLIGENCE INSTITUTE, LLC 0 :



MEDIA DEVICE EXPLOITATION

1. How they be accessed

2. Value of information contained on them
3. Opportunity to monitor future activity

4. Gateway to your company’s network

© COUNTERINTELLIGENCE INSTITUTE, LLC  Hxz))



CAMERAS

- By

p
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AUDIO
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HONEY POT
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BLAGKMAIL IS
MORE EFFEGTIVE
THAN BRIBERY.

John le Carre

PICTUREQUOTES.cor-



HUMAN HACKING RISK MITIGATION
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HANDOUT #7
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HELP!
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“VERIFY, THEN

TRUST!!Y




QUESTIONS?7777
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PETER WARMKA

€9,

i '} 7
) €£%
/ \ .

ONFESSIONS:

CIA SPY

HHHHHHHHHHHHHHHHHHHH

PETER G. WARMKA
SPY & HUMAN HACKER
PGWARMKA@COUNTERINTELLIGENCE-INSTITUTE.COM

WWW.COUNTERINTELLIGENCE-INSTITUTE.COM
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