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SOCIAL ENGINEERING     HUMAN HACKING     MANIPULATION 
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AGENDA

• Introduction to Data Breaches

• Threat Actors

• Organizational Targeting

• Identification and Assessment of Insiders

• The Art of Elicitation

• Trust and Social Engineering (SE) Influence Techniques

• SE Attack Vectors – Spear Phishing, Smishing, Vishing and Face-to-Face

• Conclusion 
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MAGNITUDE OF THE PROBLEM

• 2021 was a costly year for data breaches and we are still climbing the hill. (IBM Security)

• Average cost of a data breach worldwide in 2021:  $4.24 million. (IBM Security)

• Average cost of data breach in U.S. during 2021:  $9 million.  (IBM Security)

• During 2021 there were more than 1,862 publicly disclosed breaches exposing 25 
billion compromised records. (Security Magazine)

• Over 90 percent of successful data breaches are initiated by social engineering 
(Verizon)
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• https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf
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• https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks

https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks


WHO IS RESPONSIBLE WITHIN AN ORGANIZATION? 
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• Chief Information Security Officer

• Director of Security

• HR Director

• General Counsel

• CFO

• CEO

• Board of Directors  

• The CFE practitioner 
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Who are they and what do they want with your organization?  

THREAT ACTORS
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Criminal Group

Intelligence Service

Industrial

Competitor

Activist Group

Lone Wolf

Phishing

Smishing

Vishing

Face-to-Face

Employee

Contractor

Associated Business

Proprietary Information

Customer Data

Employee Data

Ransomware 

Business Email Compromise

Sabotage

Damage to Reputation

Insider SE TechniqueThreat Actor Objective
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Hah!  My firm would never be a target!!!

ff
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LEVERAGING BACK DOOR ACCESS

TARGET

LAW 

OFFICE

CPA 

FIRM

OFFICE 

STAFFING

CONSULT

-ANCY 
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IT  

SERVICES
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HANDOUT #1 
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OSINT COLLECTION 

TARGET ANALYSIS



COLLECTING INFORMATION ON YOUR ORGANIZATION
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COLLECTION ON THE ORGANIZATION

➢ Organization’s Website 

➢ Job Postings

➢ Glassdoor.com

➢ Pictures Uploaded by Employees to Social Media
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AWS Data Architect - Kansas City - 140K+

Technical Requirements

Experience implementing AWS Data Services in production

Redshift, EMR, EC2, S3, Athena, RDS, DynamoDB, Kinesis, Glue, etc.

Experience developing distributed data platforms using Spark

Scala, PySpark, Spark-SQL

Experience leveraging Big Data Technologies in Hadoop

Hive, HBase, HDFS, Cassandra, Kafka, Sqoop, etc.

Proficiency in Python, Scala, and/or Java

Proficiency in SQL

Experience with designing and implementing RDBMS

Oracle, PostgreSQL, MySQL, MS SQL Server, etc.

Source:  Indeed.com

JOB POSTINGS



COLLECTION ON THE ORGANIZATION

➢ Organization’s Website 

➢ Job Postings

➢ Glassdoor.com

➢ Pictures Uploaded by Employees to Social Media
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Confidential Documents – Employee Manuals, Employee Benefits, Contracts, NDA’s
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• Press Release  



PRESS RELEASES

Below is an email sent to Uber employees from the company’s Board of Directors this evening:

Team,

We are delighted to announce that Uber’s Board has voted unanimously to appoint Dara Khosrowshahi to 

be our new CEO.

Dara came to America at nine years old when his family escaped Iran on the eve of the Iranian Revolution. 

He grew up in Tarrytown, N.Y., trained as an engineer at Brown, and spent many years at IAC serving as 

Chief Financial Officer and in various operational and strategic roles.

In 2005, he became CEO of Expedia, which he built into one of the world’s leading travel and technology 

companies, now operating in more than 60 countries. He has four children and not surprisingly loves to 

travel, one of his favorite trips being to the Angkor Wat temples in Cambodia where his wife Sydney said yes 

to marrying him……………………..
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https://www.uber.com/newsroom/leadership/dara-khosrowshahi
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RECONNAISSANCE
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HANDOUT #2 
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Conduct your research with Handout #2 
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Selection and Assessment 

INSIDERS
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“TIME ON TARGET”
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RESEARCH INSIDERS ON SOCIAL MEDIA

➢ LinkedIn:   academic and work experience, career aspirations (from about them as well 
as influencers), certifications and licenses, affiliations with associations, volunteer 
work, network of contacts

➢ Facebook:  hobbies, interests, sports teams, music genre, favorite foods, travel, social 
economic status, close friends and family members, etc.  

➢ Twitter:  opinions, political leanings, ideology, religion, pet peeves, etc.  

➢ Instagram:  Pattern of Life
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MOTIVATIONS VERSUS VULNERABILITIES
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HANDOUT #3 



THE ART OF ELICITATION 
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HANDOUT #4 



SOCIAL ENGINEERING OPERATIONS
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TRUST 

& 

INFLUENCE TECHNIQUES



WHY ARE HUMANS SO SUSCEPTIBLE TO SOCIAL ENGINEERING?
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TRUST
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BLIND TRUST CAN BE FATAL
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WE EXPLOIT TRUST FOR THE GRAND DECEPTION
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INFLUENCE TECHNIQUES

• Liking

• Scarcity

• Authority

• Reciprocity/Obligation

• Social Proof 

• Consistency

©  COUNTERINTELLIGENCE INSTITUTE, LLC 



©  COUNTERINTELLIGENCE INSTITUTE, LLC 

HANDOUT #5 
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Phishing

SE ATTACK VECTORS - 1
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Robert Valencia 

CEO

VLT Engineering, Inc.
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PROTECTING THEIR TRUE IDENTITY 
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SOME PROSPECTIVE ON LINKEDIN’S REPORTING ON FAKE PROFILES

• “Between January and June 2019, we took action on 21.6 million fake accounts. This 

includes:

•Preventing 19.5 million fake accounts from being created at registration.

•Restricting 2 million fake accounts before members reported them and 67,000 following 

member reports.

•98% of all fake accounts we prevented or took down were done so through 

our automated defenses, including artificial intelligence and machine learning. The rest 

were captured through manual review.”
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https://engineering.linkedin.com/blog/2018/09/automated-fake-account-detection-at-linkedin
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https://www.taylorjonesgroup.com/team



POLL – WHAT CRITERIA DO YOU USE WHEN DECIDING 

WHETHER OR NOT TO ACCEPT LINKEDIN CONNECTION 

INVITATIONS?

1) No real criteria, I accept all invitations

2) More likely to accept if they have an attractive profile photo

3) Likely to accept if they have an impressive profile

4) I only accept invitations from people I know

5) I accept from known people or from people representing known organizations
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SKILLS & ENDORSEMENTS

➢ Executive Search 145

➢ Recruiting – 138

➢ Consulting – 127

➢ Management Consulting - 56

➢ Performance Management - 52

➢ Change Management - 51

➢ Public Relations - 46

➢ Strategy - 46

➢ Business Strategy - 44

➢ Strategic Planning - 42

➢ Start-ups - 42

➢ CRM - 39

➢ Customer Relationship Management 
(CRM) – 2

➢ Management - 51

➢ Talent Management - 50

➢ Leadership - 49

➢ Interviews - 46

➢ Executive Management - 46

➢ Executive Coaching - 44

➢ International Business Consulting - 44

©  COUNTERINTELLIGENCE INSTITUTE, LLC  

https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,6)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,1)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,639012141)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,639012144)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,2)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,4)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,8)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,639012142)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,639012149)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,639012146)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,639012150)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,639012147)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,1280271214)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,639012145)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,639012148)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,287044152)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,5)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,639012143)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,7)/
https://www.linkedin.com/in/ana-maria-da-silva-2963b2b3/detail/skills/(ACoAABgV3hIBarqq82EbPequtX-NXigEtdTP2nM,3)/?lipi=urn%3Ali%3Apage%3Ad_flagship3_profile_view_base%3B3OgW9qfgS8GR3%2BUyhqYlKA%3D%3D&licu=urn%3Ali%3Acontrol%3Ad_flagship3_profile_view_base-skills_endorsement_full_list


©  COUNTERINTELLIGENCE INSTITUTE, LLC 



©  COUNTERINTELLIGENCE INSTITUTE, LLC 



©  COUNTERINTELLIGENCE INSTITUTE, LLC 

HANDOUT #6 
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Smishing

SE ATTACK VECTORS - 2 
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Dear Employee,

So sorry to disrupt your well deserved memorial day weekend,   but we just became aware of an issue which could 

significantly delay for most employees the processing of payroll for deposit this coming Friday.    To advert this from happe ning 

in your particular case, we need you to log into our new HR Portal.    Please use the following link  

PCHR.2020@PrestigeComm.net for login utilizing your current credentials.   Once inside, confirm your hour submission for the 

previous pay period.   Prior to logging out,  establish a new password for your account.  Please complete this requirement  

soon as possible.  

Happy Memorial Day!

Susan Jones

HR Director, Prestige Communications 

mailto:jasper.1020@pantex.net
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Vishing

SE ATTACK VECTORS - 3 
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PRETEXT TO COLLECT SENSITIVE INFORMATION 
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➢ Academic Research

➢ Conducting a Survey

➢ Career Advice

➢ Future Employee

➢ Recommendations for Service Providers

➢ Potential Vendor

➢ Current Client 

➢ Co-Worker from Another Area
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Christine – The New Receptionist



DEEPFAKES AND AI THREATS
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PAYMENT FRAUD

Case 1

• 2019

• CEO of unnamed UK-based energy firm

• Received instructions via phone call with boss from German parent

• Transfer of Euros220,000  to the bank account of Hungarian supplier

• Subsequent calls made, claimed that money was reimbursed

• Third call asking for same transfer;  suspected as caller ID came from 

Australia 
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CASE 2

• 2020 bank manager in Hong Kong received call
• UAE based client requested transfers totaling $35 million to cover 

acquisitions
• Email received between client and lawyer substantiating transaction
• Transfer made
• U.A.E. conducting investigation
• Scheme appeared to involve at least 17 individuals
• Contacted U.S. authorities in effort to recover $400,000 wired to accounts 

held by Centennial Bank
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Face-to-Face Interaction 

SE ATTACK VECTORS - 4 



FACE-TO-FACE ENCOUNTERS
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• Bumps within pattern of life

• Conference and tradeshow targeting

• Targeted Invites

How We Get in Front of You
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• Interview for publication

• Nomination of an award

• Student conducting research

• Executive Headhunting Scheme

Targeted Invites



THE ART OF ELICITATION
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Interview 

or 

Elicitation?



TARGETING DURING FOREIGN TRAVEL 
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CORPORATE ESPIONAGE – INDUSTRIAL ESPIONAGE   

➢ Telephone directories

➢ Computer access protocols 

➢ Computer network design 

➢ Acquisition strategies 

➢ Marketing strategies 

➢ Investment data 

➢ Negotiation strategies 

➢ Passwords (computer, phone, 

accounts)
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➢ Customer data

➢ Employee data 

➢ Vendor information 

➢ Pricing strategies 

➢ Proprietary formulas and processes 

➢ Technical components and plans 

➢ Corporate strategies 

➢ Corporate financial data



HOW INFORMATION IS COLLECTED 

➢ Visa Application

➢ Airports (WIFI, Electrical Outlets, Security Checks)

➢ Customs & Immigration 

➢ Secondary

➢ Local Transport, Hotel Services, Translation Services, Bar (elicitation) 
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NO EXPECTATION OF PRIVACY 
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TECHNICAL VERSUS PHYSICAL COLLECTION RESOURCES 

Technical

• Media Devices, Cameras, Audio, Key Control 

Physical

• Informants, agents, physical surveillance 
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MEDIA DEVICE EXPLOITATION

1. How they be accessed

2. Value of information contained on them

3. Opportunity to monitor future activity

4. Gateway to your company’s network 
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CAMERAS
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AUDIO
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HONEY POT
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HUMAN HACKING RISK MITIGATION
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HANDOUT #7 
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QUESTIONS?????
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PETER G. WARMKA

SPY & HUMAN HACKER

PGWARMKA@COUNTERINTELLIGENCE-INSTITUTE.COM

WWW.COUNTERINTELLIGENCE-INSTITUTE.COM
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